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Abstract. We consider the problem of patrolling an area with a heterogeneous multi-
robot team. The goal for the patrolling robots is to detect intrusions while minimizing
the probability of being detected. The heterogeneous teaming problem has been widely
studied using coordination strategies such as minimax and strategic alliances. In most
cases a centralized coordination is assumed. We present an approach based on a zero-
sum polymatrix approach and derive its basic characteristics. In polymatrix games a
patroller consider other team members’ possible strategies when formulating their own
strategy, while eliminating the requirement of considering the joint action space. We sys-
tematically evaluate our approach in randomly generated gridworld environments, and
also demonstrate the performance of the approach in a large scale realistic environment.
The results clearly demonstrate that the polymatrix approach has improved detection
rates without an increase in complexity.

1. Introduction

Multi-robot deployment for security applications is becoming pervasive. We see multi-robot teams used
for monitoring forest fires [ 1]], for border control inspection [2]], and for monitoring infrastructure [3]] and
bodies of water such as lakes [4]. The deployment of multiple autonomous vehicles can be formulated as
a patrolling problem, where a multi-robot team of patrollers seeks to detect intruders in a large area 5}
6[]. Patrolling, like the closely related Perimeter Defence [[7]] and Pursuit-Evasion [8}|9] problems, has
applications in domains such as military operations [3|], search and rescue [10], and checking in public
transportation systems [[11].

In this paper, we are primarily interested in a scenario in which a heterogeneous multi-robot team must
provide reconnaissance of a large area in which intrusion has already occurred. The intruding robot’s
mission is to occupy and surveil the environment, but its exact type (ground or aerial) and position are
not known to the patrolling team. The patrolling robots’ goal in this situation is twofold: they seek to
detect the intruder, but they also want to minimize the chance that they will be detected themselves.

To this end, we envision a team of ground and aerial robots that can patrol large-scale environments.
In large-scale environments, the robots may not be able to maintain connectivity with each other at all
times, which makes decentralization a necessity. However, most works in the literature model adversarial
patrolling as a two-player game, which cannot be easily implemented in a decentralized fashion.

To address this limitation, we propose the use of polymatrix games [|12]] for adversarial patrolling.
Polymatrix games allow us to model each patroller as a separate player who formulates their strategy
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Figure 1: Flowchart for generating adversarial patrolling strategies using Polymatrix games.

given information about the other robots on their team. This formulation has the potential to be imple-
mented as a decentralized algorithm on each robot. In this work, we present and evaluate a centralized
version of the algorithm, leaving the decentralized version for future work. The main objective is to
demonstrate the value of polymatrix games and for that the increased complexity of distributed coordi-
nation is not required.

On the other extreme, the polymatrix game is superior to a ndive solution of playing pairwise inde-
pendent minimax games. Patrolling using polymatrix games accounts for the possible strategies of other
patrollers, which is important because the exact composition of the patrolling team affects the intruder’s
best response. Without considering the possible strategies of their teammates, patrolling robots will
make less informed predictions about how intruders will behave. Hence, our approach is a step toward
decentralized agents who are also able to reason about the possible actions of their teammates.

Figure [I] summarizes our approach: Given an environment, we extract a graph representation. A
team of autonomous robots comprised of ground and aerial robots then plays a polymatrix game with the
intruder to decide where each agent will patrol and how often.

The main contribution of this work is to apply the polymatrix game formulation to the problem of
multi-robot adversarial patrolling with a heterogeneous team of robots. To the best of our knowledge,
our work is the first to apply zero-sum polymatrix games to the adversarial patrolling problem.

The rest of this paper is organized as follows: In Section[3] we discuss our problem formulation. In
Section 4] we introduce polymatrix games, discuss their application to multi-robot patrolling, and show
how to compute patrolling strategies by finding their Nash equilibria. In Section [7, we evaluate our
approach experimentally in randomly generated gridworld environments. In Section [8] we discuss the
application of our approach to a realistic, large-scale environment.

2. Related work

Patrolling is generally classified as either Regular or Adversarial patrolling [6]]. Regular patrolling
aims to periodically visit important locations so that the duration between visits to locations is minimized.
Regular patrolling, however, is typically deterministic. In the presence of an adversary which is able to
observe the patrollers’ behavior before deciding on a plan for intrusion, deterministic patrolling allows
an intruder to invade a location when it knows that patrollers will be elsewhere. Adversarial patrolling
addresses this problem by using stochastic strategies that resist the intruder’s ability to learn and predict
the patrollers’ actions [6].

Adpversarial patrolling is often formulated and solved in the literature as a two-player Bayesian Stack-
elberg game [6,[I3H15]. In a Stackelberg game the leader (in the case of adversarial patrolling, the
patroller team) chooses a strategy and the follower (here an intruder) observes and adapts to the leader’s
strategy. Using Stackelberg game to model patrolling accounts for the intruder’s ability to observe the
patrollers’ behavior and formulate an intrusion plan which exploits weak points in the patrollers’ strate-
gies. We observe in our scenario, though, that Stackelberg game strategies are overly conservative. In
large scale patrolling scenarios, the intruders cannot observe patrollers strategies without being in the
environment. Moreover, in dynamic decentralized situations where the patrollers are recomputing their
patrolling strategies on the fly when given new information about the state of their team, the intruders



have little leverage to observe and learn patrollers’ strategies.

A similar line of work [11,/16] models the patrolling game with multiple intruders as a two-player
game in which one patrolling player selects strategies in the patrolling robots’ joint action space. Since
the patrollers’ joint strategy space grows exponentially in the number of agents, a common simplifying
assumption is that of linearly separable utilities, which decouples the patrolling robots’ strategies by
considering agents which can maximize their payoffs independently of one another. In [17], the authors
use this assumption to justify a treatment of the multi-patroller game in which patrolling strategies can
be computed by finding a minimax strategy for each patroller individually.

For a comprehensive survey of the related work, we direct the interested reader to [5,/6].

3. Background

As already mentioned in the introduction, there are a number of approaches to doing multi-agent/player
coordination. The simplest strategy is to use a random coordination strategy, which makes no assumption
about intruder behavior or mission. Another alternative is an independent minimax strategy where each
patroller can achieve at least their individual worst-case outcome without building a coalition. Finally,
we have our proposed polymatrix approach which is explained in the next section.

3.1. Polymatrix games

The polymatrix game formalism provides a useful abstraction for describing a network of pairwise inter-
actions between players, where the nodes in the network correspond to players, and the edges represent
the pairwise interactions between them. A polymatrix game & = (¥,&,.7,% ) is defined as [12]:

* A finite set ¥ = {1,...,n} which correspond to vertices (players) in the interaction graph.

* A finite set & of edges connecting players in ¥/, denoting a game-interaction between the connected
players.

* A set of strategies {S;}"_, for each player, which defines the set of strategy profiles . =[]’ S..

* For each edge (i, j) € &, a corresponding two-player game defined by (u'/,u/'), where u'/ : S; x
S; — R is the payoff function for player i in the game it plays with player j. Let % = {u' Yijes
be the set of all the pairwise-payoff functions.

For each strategy profile s € .#, the total utility to player i is given by the sum over their neighbor’s
utilities u;(s) = ¥ jenor(i) U (5, 57), where Nbr(i) = {; : (i, j) € &} denotes the neighbors of the node i in
the graph.

If for all strategy profiles s € S, we have Y ;4 u;(s) = 0, then we say that ¢ is zero-sum. If we have
that for all (i, j) € & and's € S, u'/ (s;,s;) +u/ (s},s:) = 0, then we say that ¢ is pairwise zero-sum. Note
that each player must commit to a single strategy to play in all games in which it participates.

In [12]], the authors show that we can compute a Nash equilibrium strategy profile for a zero-sum
polymatrix game ¢ by solving the linear program

: Il’lll}’l Z wi, s.t. w; > M,'(S,',y_,'), Vie vV, Vs €8;, andy; € A(Sl), YieV (1)
Yi,wi ?:1 ey

where y_; denotes the mixed strategies of players in "\ {i} and A(S;) is the set of probability distributions
over S;. They also show that the optimal objective value of (I is zero, and that a Nash equilibrium is
obtained at this value. If ¢ is pairwise zero-sum, then each player has a unique payoff that it receives at
any Nash equilibrium, known as its value in the game [18|.

The most salient difference between the Linear Program in (1)) and an independent minimax formu-
lation is that, rather than optimize a lower bound on their own worst case payoff, each player seeks to
place an upper on the payoffs of the players with whom they compete.



4. Problem formulation

We are interested in best-effort patrolling of a given area to defend it from adversarial intruders, which
we will do by deploying a team of n robots. Each patrolling robot takes on one type from a set of robot
types A = {Ground, Aerial}. The intruder may appear as either a ground or aerial robot. Aerial robots
have an advantage with respect to their detection range and can detect intruders at greater distances than
ground units. We also consider, though, that they are vulnerable to ground units: Aerial robots are averse
to coming into the detection range of ground units, since ground units may be able to attack aerial robots
in a real patrolling scenario.

Let the patrolling area be approximated by a directed road network #Z = (A",.7) where A4 =
{ph...,p‘e /V\} are the nodes (road junctions) and .7 is the set of possible transitions (directed road
segments) between nodes. Each patroller’s strategy set consists of the transitions in 7. We interpret
the mixed strategies {x(i)}?zl as the probabilities that patrolling agents choose to patrol along each road
segment in Z. The goal of the patrollers is to detect intruders, who attempt to go undetected while oc-
cupying road segments in Z. Patrollers also want, however, to avoid detection by intruders as much as
possible. Otherwise, patrolling robots risk confrontations with adversarial units who can damage them.
Thus, unlike typical adversarial patrolling, we assume that both patrollers and intruders want to avoid
detection by their opponents.

Letu,,u,: 7 n+1 % A — R represent the utility for the patrolling team and the intruder, respectively.
The payoffs are dependent upon the transitions in .7 chosen by the patrollers and the intruder, as well
as the robot type used by the intruder. We assume that the game played between the patrolling team

and the intruder is zero-sum i.e. uy; = —u,. We also assume that the patrollers’ utilities are linearly
separable [17). This means that there exist utility functions u') : 72 x A — R, one for each patroller,
such that u,(t1,...,ty,t4,Aa) = L1 ul) (ti,ta, Aq), where {t;}"_ and t, are the transitions in .7 chosen by

the patrollers and intruder, respectively, and A, is the robot type chosen by the intruder.

In order to ensure that the probability of an agent transition to a particular node remains consistent, we
enforce that the probability of transitioning into a node must be equal to the probability of transitioning
out of the node,

x>0, ngi):l and Z x,(i): Z x,m Yve N, Vie{l,...,n}, 2)
e teln(v) t€0ut(v)
where x,(l) denotes the rth element of the mixed-strategy vector x(), In(v) and Out(v) denote the incoming
and outgoing transition for a node, respectively. Similarly, we denote y € A(.7 x A) the mixed strategy
for the intruder in choosing the road segments to traverse as well as the intruder type. We enforce a
similar constraint for a valid intruder strategy y,

y=0. Y Y va=1  and )} ya= ) ya WEANAEA 3)
AEALET reln(v) te0ut(v)

Formally, we model the patrolling problem as a multi-player game where patrollers try to maximize
their utility by choosing an appropriate mixed-strategy {X(i) ", while the intruder tries to minimize the

patroller tries to minimize the same,

max min Zu(i) (x)y), s.t. (2) and (3). 4)
{x0y, ¥ i=1

5. Utility Model
The patroller’s utility is dependent on a detection event. A patrolling robot at position py is said to detect
an attacker at position p, when the attacker comes within the detection range r, of the patrolling robot.

1 if ||ps — pall2 < rq and py, is in line of sight from p, 5)

0 otherwise

8(Pd = Pa) = {



The detection is said to be mutual when both p,; and p, are within each other’s detection range o (ps —
Pa) = 6(pa — pa) = 1.

We model two kinds of utility, occupation utility uecc(p,A) € RT and detection utility ugey € R
In the absence of a detection event, the patrollers get a utility of —uocc(Pa,Aq) While the intruder gets
+utoce (Pay Aa)- Whenever, a detection event occurs the detection utility is determined by three factors, (1)
whether the detection is mutual (both players detect each other) or asymmetric (2) robot type (ground
or aerial) and (3) team (patroller or intruder). In case of a mutual detection, the Ground robot has the
advantage against the Aerial robot, hence the patroller utility is positive if its robot type is Ground.

Udet if A; = Ground, A, = Aerial
uD A A) = —uge  if Ay = Aerial, A, = Ground . (6)

mutdet

0 otherwise .

On the other hand, in case of an asymmetric detection, the detector gets the uge, while the detected gets
—uger- When the detector is an intruder the patroller gets —uget — toce (Pas Aa),

unaahaha) i 8(Da = Pa) AS(Pa— Pa)
_ _ if 4
ul()[ci)l(pdapmka) _ Udet uocc(p(u}ta) 1 5<pa — pd) A 6(pd — pa) 7
Udet if §(ps — Pa) A =6(Pa — Pa)
—Uocc (pay)l'a) otherwise .

Now that we have the utilities for the positions of the robots, we can define utilities for transitions over
road segments. Assuming a constant velocity model, the position is parameterized over the road segment
using normalized time p € (0,1). The position of the patroller at any time p is given by py(p) =
(1 — p)start(ty) + pend(t;). The utility over road segments 74,7, € .7 is computed by integrating the
positional utility over the linear road segment.

1
W (14t ) = [ i (0a(p).Bu(p). Au)dp. ®)
Note that utility computation has to be done only once for a static map and a particular robot type.

6. Game theoretic patrolling
We consider two approaches, each with a different set of assumptions to address the proposed problem
1) Independent Minimax Approach and 2) Polymatrix Approach.

6.1. Independent Minimax Approach

A niive approach to solving the multi-patroller problem would be to play a minimax game in the joint
strategy space of the patrollers. This approach, however, is not feasible with even a small number of
patrollers. We follow an alternative approach where each patroller is modeled as an independent player
that plays a minimax game against a single intruder. This approach scales linearly with the number of
intruders. Moreover, each patroller-intruder game becomes a two-player zero-sum game which can be
efficiently solved with a linear program:

T
{m}ax Zi, st z1<xW U and @, 9)
Xi}io)

where z; € R is the lower bound on the ith patroller’s utility given the possible actions taken by the

intruder. Here, U = [[u® (t;,1,,A)],.c 7] w.e7 seA is the utility matrix for the ith patroller.

6.2. Polymatrix approach
We propose the use of polymatrix games [|12]] for the task of adversarial patrolling. We instantiate the
polymatrix game &4 = {7, &,.7,% } for adversarial patrolling as follows



* Each robot, the n patrollers and an intruder are modelled as separate players, i.e. ¥ ={1,...,n+
1}, where n+ 1 is the intruder.

* We define a set of pairwise zero-sum games between each patroller and the intruder as & = {(1,n+
1),2,n+1),...,(n,n+1)}.

* The mixed strategy of each patroller is a probability distribution over all edges of the road network
R, ie. S;= T foralliec {1,...,n}. The intruder also chooses its robot type, i.e. S,+1 = .7 X A.

* The utilities are as modeled in Section , so that a set of Utility matrices U = [[u) (1;,1,, A )]
define the payoff for each patroller.

T ]9
=1, =1,AeA

Such a polymatrix formulation can be solved to obtain the Nash equilibrium as a linear program:

min - Yatw o stowl>- Y x0'Uud, 17 > U0y vie{l,....n},@,and @).al
YL i3 i=1
(10)

where z; is the upper bound on the ith patroller’s utility and w is the upper bound on the intruder’s utility.
Even though solving this problem finds an approximate, and not an exact, Nash equilibrium, due to the
extra constraints on movement, we show in Section 7 that our method still performs well despite the
intruder being allowed to exploit the gap in utility caused by the error.

7. Experimental evaluation
In this section, we compare the performance of our approach using polymatrix games to patrolling strate-
gies obtainted using independent minimax strategies and uniformly random patrolling strategies.

Intruder strategy optimization We are interested in comparing the worst case scenario for the pa-
trolling team given that they follow strategies prescribed by each of the three methods. Hence, to evaluate
the performance of each of the three patrolling approaches, we compute the intruder’s strategy by finding
a best response given the patrollers’ strategies. Specifically, given patroller strategies {x(l) yeen ,X(”>}, we
solve the problem,

2’1 (i) (i)
max X U y S.t . 11
y Pt @ ( )

7.1.  Experimental setup

We use 100 randomly generated gridworld environments to validate our computed patrolling strategies,
of which Figure [2shows five examples. The environments were generated by starting with a 10 x 10 grid
of vertices and randomly removing vertices with a probability of 0.35. After that, vertices not connected
to the vertex at the point (0, 0) were also removed to ensure that all the generated graphs are connected.

In our experiments, we interpret white space between vertices as buildings through which robots can
not detect each other. We assume that quadrotors fly below the tops of buildings in order to avoid making
themselves too highly visible to adversaries. Hence, all robots can detect other robots only if they are
located at vertices which are connected to their current location by an unbroken, straight path and are
within their sensing range. In our simulations, ground rpbpts’ sensing range extends to adjacent vertices,
while aerial robots may detect other robots up to 3 edges away.

We run each simulation for 20 time steps, where patrollers and intruders spawn at locations according
to estimated strategies. At every time step, both the patrollers and the intruder sample a nearby edge
to move from their respective optimal strategies. We evaluate each method based on the proportion of
intruders detected, the number of times a patroller is detected by an intruder, and the average time taken to
detect each intruder. We present results for two different patroller teams, each computing strategies using
Uoee = 1 and u,.. = 2. By varying the value of u,.., we compare the results when facing an intruder which
either has no preferences between occupation and detecting patrollers, or which prioritizes occupying
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Figure 2: Examples from randomly generated gridworld environments.

territory without detection, respectively. The first team consists of two ground robots and one aerial
robot, while the second team consists of one ground robot and two aerial robots. For each of the 100
environments, we run 10,000 simulations for both values of u,,., each with a duration of 20 time steps. In
order to reduce the time required to compute the utility matrix, we test for detection between two robots
only at vertices in the road network rather than integrating over the road segment (8).

7.2.  Executing computed strategies
At the beginning of each simulation, the ith patrolling robot is initialized by sampling an edge from its
mixed strategy x() and placing the patroller on the terminal vertex of that edge. At each timestep of the
simulation the ith patroller chooses a transition in Out(k) by sampling from the distribution defined by
0
P(t) N ZteOul(k)xt(i) '
At any time during the simulation, a new intruder has a probability of p = 0.3 of entering the en-

vironment. New intruders are initialized by first drawing from the distribution P(1) =Y, c > y(¢,A) to
determine the robot type as which they will instantiate themselves. The intruder’s position is then ini-
tialized in a way analogous to the patrollers. An intruder may not change its type after entering the
environment. Once an intruder is detected by a patroller, that intruder is considered to be neutralized and
has no effect on the rest of the simulation (cannot be detected again and cannot detect patrollers).

7.3.  Simulation results
Quantitative simulation results are shown in Figure [3|for the two patrolling team configurations and the
parameters u,.. = 1 and uyee = 2.

We see that our approach using polymatrix games is superior to the baseline method with respect
to the proportion of intruders detected in each simulation, regardless of team composition and value
of u,cc. This demonstrates that the improvement in the rate of intruder detection our method provides
is robust to changes in model parameters and team composition. With respect to the time for which
intruders were allowed to occupy the road network without detection, the polymatrix and individual
minimax approaches are the same, but both methods perform better than random patrolling strategies on
this metric. Recall also that we measure the time-to-detection based on the intruders that were detected
in the first place. This means that robots using polymatrix strategies are able to detect more intruders,
just as quickly as when they use their independent minimax strategies.

We see also, however, that patrolling agents using our polymatrix strategies are more likely to be
detected by intruders. This reflects the inherent tradeoff between detecting intruders and avoiding de-
tection by them. We observe that patrollers who detect more intruders are more likely to come within
detection range of those intruders. Our results also show, however, that this is a reasonable tradeoff to
make: the increase in performance in terms of the proportion of intruders detected when patrollers use
their polymatrix strategies greatly outweighs the increase in their likelihoods of being detected.

8. Application to a realistic environment

In this section, we show how to adapt our approach to the problem of multi-robot patrolling in a large-
scale, realistic simulated environment. We use a custom Unity based simulator in which robots can
be spawned and moved around with realistic physics and graphics (See Figure d). We improve upon
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Figure 3: Simulation results for different team compositions and values of u,... GGA denotes a patroller
team composed of two ground and one aerial robot, while GAA denotes a team of one ground and two
aerial robots. The results for the polymatrix, independent minimax, and random patrolling strategies are
blue, orange, and green, respectively. We see that our approach using polymatrix games is superior to the
baseline method with respect to the proportion of intruders detected in each simulation, although with a
tradeoff of marginal increase in patrollers detected.

the realism of Section 5 by incorporating different movement speeds for each robot type (aerial robots
move more quickly than ground robots). We also use a more sophisticated model of visibility between
points and consideration of the terrain complexity, as well as a measure of a robot’s range of visibility
at each position, along each road segment. In this section, we consider an intruder who wants to occupy
road segments along which it has high visibility but which have low terrain complexity. In other words,
intruders seek to maximize the extent to which they can survey the surrounding area while minimizing
the cost of traveling through the environment.

We assume in this section that we are given maps assigning terrain complexity and visibility scores
to each point in the environment for each robot type. We then compute the occupation utility for the
intruder at a point p by tpec (P, A) = tyis(P,A) — trerr (P, A ), Where u,; and uy,,, are mappings assigning
a visibility score and terrain complexity to each point and robot type (See Fig.[d). We then normalize the
occupation utilities to the range [0, 1].

8.1. Qualitative analysis of patrolling strategies

Figure [5 shows visualizations of the strategies chosen by the patrollers and the intrusion plan chosen by
the intruder under the Nash equilibrium strategy profile. Note that the two ground units choose the same
strategies, so we visualize a strategy for only one of them. The edge colors indicate the probability that
a robot chooses to move along the corresponding road segment in either direction. The vertex colors
indicate the probability of staying in the same location. The intruder strategies shown visualize the
strategy used by the intruder when choosing to appear as either a ground or aerial robot.

Here, the intruder chooses to appear as an aerial robot with a probability of 0.89. Choosing to send
mostly aerial robots in this environment makes sense, since they have greater visibility everywhere in
the environment than ground robots do and can move at greater speeds. This allows the intruder to
maximize the utility it receives from occupying the road network without being detected. Additionally,
using ground robots is less advantageous for the intruder since the patrolling team has more aerial robots
than ground robots: Recall that the primary advantage of ground robots is that they receive a high payoff
by getting sufficiently close to aerial robots. Finally, aerial robots can more easily obtian high occupation
utilities, since they have low or no terrain complexity everywhere and high visibility relative to ground
robots.

A qualitative analysis of the strategies shown in Figure [5] shows that they exhibit many intuitive
features. We see that patrolling ground units are likely to patrol along road segments where they can
detect intruding aerial robots. We see also a division of labor between patrolling ground and aerial
robots: Ground robots patrol in areas along the perimeter of the road network, while aerial robots patrol
the interior of the urban environment. This is because aerial units can fly over and see above smaller
buildings, making them more suitable to detect intruders who attempt to hide between buildings.
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Figure 4: From left to right: (1) First person view of the unity based realistic simulator in which the
patrolling experiments were done. (2) Visibility heatmap for the patrolling region used as uyis(p,A). (3)
Terrain complexity heatmap for the patrolling environment in the simulator used as s (p, 4).
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Figure 5: In order from left to right: Patrolling aerial robot strategy, patrolling ground robot strategy,
intruding aerial robot strategy, intruding ground robot strategy.

Intruding aerial robots, on the other hand, attempt to occupy the perimeter of the environment. One
reason for this is that they can obtain the most utility for occupying the bottom-left region of the envi-
ronment. This is a highly valuable area of the environment for intruding aerial robots as it affords a high
level of visibility. As for intruding ground robots, their role on the intruding team is oriented toward
detection. They choose to occupy areas where they are more likely to detect patrolling aerial robots.

Given that we can compute interpretable and reasonable patrolling behavior in this environment, we
see that our method is applicable to a realistic environment, and therefore that our approach is suitable
for computing patrolling strategies in real-world scenarios. Furthermore, we have shown that our game-
playing model is easily extensible: We can easily incorporate sophisticated models of visibility and
terrain analysis to improve the realism of the generated strategies.

9. Conclusion

We demonstrate the use of polymatrix games for effective adversarial patrolling in large-scale environ-
ments using heterogeneous agents. The proposed method is more effective in capturing intruders than
independent minimax formulation but is also more amenable to decentralized implementation as com-
pared to methods that optimize in the joint strategy space. In future work, we will implement this method
on a team of decentralized robots that is robust to network failures.
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